
Federal Reserve Bank Malware Spam 
  
  
    Perimeter eSecurity would like to notify customers of e-mail malware/spam 
threat pertaining to the Federal Reserve Bank. The e-mail spam contains links that 
bring the user to a malicious site or could allow malware to be downloaded to a 
victim’s computer.  
  
    Perimeter has intercepted and blocked these malware messages in our 
content/spam filters. The e-mail messages vary on topic from requesting users to 
verify their banking information to the 2009 tax return status. If a user clicks on 
the link within the e-mail spam, the user will be brought to either a website where 
malware is downloaded without user knowledge, or to a site where sensitive 
information could be disclosed. The e-mail spam messages that have been 
intercepted contained the following URLs: 
             
            federalreserve.banknetworks.net 
            federalreserve.usbanknet.net 
            frb.ebanknetworks.net 
            frb.usbanknet.us 
  
 
  

 


